Traditional risk assessment emphasizes the loss of asset and evaluate every asset isolated, but ignores the influence of the risk on business. For accurate evaluate information security risk, a risk assessment method based on business analysis is proposed. The method firstly obtains a business process-centric hierarchical correlation graph of assets by combing the assets, and then calculates the value of systemic risks using fuzzy cognitive map. An application of the method is studied using an example of an office automation system. Results indicate that the methods evaluate the business risk instead of traditional asset risk and calculate the degree of influence on the business system form threats to information system.
INTRODUCTION
With the rapid progress of informational era, the information technology is influencing our life in all respects. Meanwhile, it also brings about many problems unexpected and the safety problem of information on the network is increasingly serious. Information security risk assessment is an effective way to protect the security of information system. Risk assessment can identify vulnerabilities and evaluate risk of network information security in paper [1, 2] . Recently, a variety of methods and standards were proposed. In 2005, paper [3] P as si ve  P  a  s  s  iv  e   S  t  r  o  n  g  p  o  s  it  iv  e combined, the risk assessment method was presented according to the actual condition in Ref [4] . The method of information security risk assessment using Bayesian networks was given in Ref. [5] . In 2009, Liu Yiying proposed a risk assessment model based on dynamic information fuzzy in Ref [6] . This period also arises some researches about information security risk assessment [7, 8] . In 2016, a risk assessment method for based on attack graph was proposed in Ref [9] .
Most of the methods mentioned above were limited to the area of information security. It is often to give a list of assets that are classified based on the manifestations and evaluate every asset isolated. This method often ignores the influence on business and cannot accurately reflect the risk conditions. In view of this, a risk assessment method based on business analysis is proposed. The method firstly obtains a business process-centric hierarchical correlation graph of assets by combing the assets of information system, and then calculates the value of systemic risks using Fuzzy Cognitive Map (FCM), finally, calculates the risk of the system.
FUZZY COGNITIVE MAP
FCM was put forward from the early time and it has been studied in a lot of references. Fuzzy Cognitive Map, a new method for knowledge representation and inference, was widely used in system modeling, institutional development analysis, ecosystem analysis, decision support, etc. . Perhaps the best way to illustrate it is through the following example in Fig.1 . There, 1 2 6 , ,..., c c c stands for the nodes, and maps the weight to interval [ 1, 1]  . Strong positive maps to the weight to 1,…, strong passive maps to -1.
A RISK ASSESSMENT METHOD Business Analysis of the Information System
All assets can structure an asset tree according to the relationship between them. An asset tree is shown in Fig 2. Low-grade assets provide services to high-grade assets. The top node stands for the whole information system in general. The relationship is indicated as directional arrow. Each node is endowed with certain value according to its integrity, confidentiality and availability. Change of the lowgrade's value can certainly exert influence the high-grade's value. 
The Process of Risk Assessment
The process of the method can be described in the Fig 3. (1) Asset identification. In the step, we can sort out all assets of the system according to network structure, system architecture, system boundary and running environment. In generally, the asset list includes business modules, services, data, host, database, network, security equipment, related personnel, and so on.
(2) Asset tree construction. The relationship among the assets and the influence of the low-grade asset on high-grade would be analyzed by discussing with the system administrator. Fuzzy cognitive matrixes would be established according the relationship and the influence. (3) Vulnerability identification. The vulnerability would be distinguished for each asset by checking, testing and interview. Meanwhile, the threat and security measures can be analyzed for each low-grade asset according to its own role.
(4) Risk calculation of low-grade asset. The identified vulnerability and threat are endowed with weights according to influence on the asset. The risk of lowgrade asset is calculated with the method introduced in the following example.
(5) Risk aggregation and calculation. According to the relationship among the FCM, we can get asset list, the risk vector and weight vector. So, the risk of highgrade asset is calculated with the above data.
AN EXAMPLE OF RISK ASSESSMENT
We take an office system as an example to validate the method.
(1) Office system introduction The system architecture is shown in Fig 4. The mobile client initiates a request to access the application in encrypted form by https protocol. The request will be sent to the application server after authenticated by authentication gateway. The application server component takes charge of receiving the requests. The database server handles the requests of the customer and stores all of the data.
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Mobile client (2) Asset identification The asset of office system is identified as follow. 1) Its primary functions include business news, announcement, document management, administrative management and attendance management.
2) The data include staff information, document, news and notice and so on. 3) Software assets include system, database, operating system, mobile client. 4) Hardware assets include authentication gateway, application server, database server, client device, firewall, switch, IDS. 5) Management measures include some work system and regulations; 6) Infrastructure includes power, communication facilities and computer room. (4) Vulnerability identification In practical execution, the questionnaire and indicator are established for each type of environment. In the risk assessment, there are 12 group, a total of 167 issues. The questionnaire sample as shown in Table I . The score was between 0 to 5, and out of 5. The smaller the score, the greater vulnerability is. Weight, is given by the evaluators indicates importance of problem. By calculation, the risk value of application is 0.37, which shows that the asset risk is moderate. With above-mentioned method, all the asset risks can be calculated.
(6) Risk aggregation and calculation The risk of high-grade assets is calculated with risk aggregation way. Firstly, find the lower-grade assets with influence on evaluated asset. Then, the value of lower-grade asset on higher-grade asset can compose a one-dimensional vector 
CONCLUSIONS
A risk assessment method based on business analysis was proposed. From the perspective of system business, the security situation can be analyzed and the risk be quantified. The main idea of this method is summarized as follows. (1) Based on business, all assets of system were sorted out. Calculated the risk of each asset according to the vulnerability and threat. (2) Adopting the method of hierarchical, calculate asset risk, business risk and system risk using a bottom-up approach. The example results show that the method had a good evaluation effect for the system.
